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TOPIC QUESTION 
Visit the following link and analyze the pdf file along with the doc file 
without executing them. You will need to find relevant tools and 
commands for analyzing a doc file 
https://blog.didierstevens.com/2015/08/28/test-file-pdf-with-embedded-doc-dropping-eicar/ 

QUESTION 1 
Tools used: pdf-parser, pdfid, pdftk, oledump
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QUESTION 2 

Level 0.  
Login bandit.labs.overthewire.org with username and password: bandit0 

Command: ssh bandit0@bandit.labs.overthewire.org – p 2220 

 

Level 0 ->1 
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Level 1 -> 2 

 

Level 2-3 

 

 

Level 3-4 

 

 

Bandit Level 4 → Level 5 
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Bandit Level 5 → Level 6 

 

 

Bandit Level 6 → Level 7 
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Bandit Level 7 → Level 8 

 

Bandit Level 8 → Level 9 

 

Bandit Level 9 → Level 10 

 

Bandit Level 10 → Level 11 

 

Bandit Level 11 → Level 12 
The password for the next level is stored in the file data.txt, where all lowercase (a-z) and uppercase (A-
Z) letters have been rotated by 13 positions 
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Bandit Level 12 → Level 13 
The password for the next level is stored in the file data.txt, which is a hexdump of a file that has been 
repeatedly compressed. For this level it may be useful to create a directory under /tmp in which you can 
work using mkdir. For example: mkdir /tmp/myname123. Then copy the datafile using cp, and rename it 
using mv (read the manpages!) 

This is a very repetitive step and many ways to solve the problem, but the most important step is to 
convert hexdump to binary file. After that use file command to check the compression method, rename 
the file to its corresponding compression format then call the decompression function. At the end we have 
the data8.bin. decompress this file and use cat command to get the password. 

 

Bandit Level 13 → Level 14 
 

 

Bandit Level 14 → Level 15 
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Bandit Level 15 → Level 16 

 

Bandit Level 16 → Level 17 

 

Bandit Level 17 → Level 18 
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Bandit Level 18 → Level 19 

 

Bandit Level 19 → Level 20 

 

 

Bandit Level 20 → Level 21 
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Bandit Level 21 → Level 22 

 

 

Bandit Level 22 → Level 23 
 

 

Bandit Level 23 → Level 24 
….DON”T HAVE ENOUGH TIME TO READ DOCUMENTS 

PART III 

pl27 = 
"\u06eb\u0000\u0000\u05eb\uf9e8\uffff\u5aff\uc283\u8718\u8bd6\u33fe\u66c9\ue0b9\ufc01\u35ad\u9f9
5\u87ab\ue2ab\u05f7\u430f\u9587\uab9f\u16da\uae72\u490c\u471e\u9487\uab9f\u5cb4\u20fb\ua5b2\uab
9f\u1e87\ua7e9\ue30c\u2083\u9dc1\ud514\u1ea7\ucda9\udabe\ude87\uf375\ue4a6\ue191\u2673\ua932\u
ab99\u1887\u5322\u9582\u439f\u9101\uab9f\u000a\uacec\u9587\u54cd\u6d12\uab9a\u1087\ua45f\u3a03
\uab9c\u1887\uc32a\u9581\u269f\ub53a\uab99\u7d87\uafff\u9587\u3e12\u90fb\uab9f\u6ad5\u530a\u958
2\u2e9f\u9a47\u221b\u9584\u269f\ue532\uab99\u1887\u8f22\u9581\u439f\u91bd\uab9f\u000a\uae17\u9
587\u54cd\u6d12\uab9a\u1087\ua45f\uf603\uab9c\u1887\u2f2a\u9581\u269f\ua13a\uab99\u7d87\uaf8b\u
9587\ue812\u52b3\u379f\u9587\ufb9f\u0078\uad83\u9587\u6b1a\u98f3\ue812\u16b3\uafe7\u9a81\u831d
\u6a78\u2660\ufa02\uab9a\uc587\u3e60\u9397\uab9f\u5502\u2f90\u969b\uab9f\u160e\uab43\u9587\uee
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12\uf35c\ua314\u1ce1\u7314\u9587\ucd9f\udd0c\ucd9d\u1e0e\uab45\u9587\u28f9\u4d3c\uab9f\u9c87\u
2f90\u91f8\uab9f\u000a\uaefc\u9587\u54cd\u6d12\uab9a\u1087\ua45f\u4e03\uab9d\u9087\ubb9f\u9587\
u2816\u9553\uab9f\u93ed\uabf7\u92f7\uc19f\u1887\u3a0a\u9581\uf99f\u2678\uab4b\u9587\u2177\u958
4\u2e9f\u9a47\u061b\u9585\u229f\u7904\uab9f\uff87\uc39e\ue587\uab98\u95ed\u3e12\u9317\uab9f\u6a
d5\u7f2c\u9587\u439f\u96e6\uab9f\u5502\u2f90\u9703\uab9f\u160e\uab7f\u9587\uaff5\u95ef\uab8f\ufd
87\uab9f\u9907\uabf5\u0078\uad9b\u9587\u6b1a\u1188\ua9fd\u9587\u2816\u956f\uab9f\u6d0c\u2814\u
956b\uab9f\uf32c\u101c\u955f\uab9f\ue78c\u208e\u9d02\uab99\u3e87\u2814\u956b\uab9f\u3e2c\ua474\
u100c\uad97\u9587\u2034\u7504\uab9f\u3e87\u1334\u95a7\ua397\u2de1\uaabf\uf32c\u6bac\u2d2c\u8b9
f\u9587\u1334\u95c7\uab9f\u2d2c\uabbf\u9d8f\u1234\u9a78\uab9f\u4c70\u52bc\u5a06\uaa9f\u9587\u1e
12\u901f\uab9f\ueb3e\uab98\u1487\uaf5e\u9586\u589f\u2523\u01de\u14e1\uab60\ue797\u2069\u7d14\u
ab9f\u1487\uab5d\u1587\u1293\u8587\uab9f\u260c\uab77\u9587\u0f6c\u6fbc\u44ed\u180a\uad04\u9587
\u20f9\u4d04\uab9f\uf387\uaaa6\u9af3\u6a1c\uf395\u921c\u9a87\u0a1b\u9586\u409f\uf36b\u2814\u955
d\uab9f\uace1\ua9de\u85f3\u6a1c\uf395\ud21c\u9585\u2f90\u9403\uab9f\u7f6c\u2016\u9557\uab9f\u00
0a\uad08\u9587\uea15\u1d97\uaadd\u91ed\uabf7\u9bc7\uc19f\uc787\u3814\u955b\uab9f\u5706\ubb9f\u
9587\u43cd\u97ae\uab9f\u5502\u2f90\u94cb\uab9f\u1ec7\u2667\u7104\uab9f\uc587\uebf5\u94ed\u54c8\
u9d12\uab99\u1e87\u7b14\u9587\u219f\u84c6\uac17\u160c\uab43\u9587\u2014\u9557\uab9f\ud484\u54
93\ufd57\ua877\u9587\u3e60\u939f\uab9f\u95ed\uabf5\u95ed\uabf5\u100a\uaed7\u9587\u54cf\ub112\ua
b99\uff87\uc19f\uff87\uc19c\uff87\uc39f\u943c\uab9f\u180a\uaed2\u9587\ufbce\u0078\uadb7\u9587\uab
f5\u95ef\u2b9f\uff87\uc19f\uff87\u269f\uce0a\uab9a\uc487\uabf5\u6ad7\u870a\u9581\uc39f\u9587\ua71
f\u2678\uab77\u9587\uaef5\u180a\uaed7\u9587\ufbce\u0078\uadaf\u9587\u2014\u9557\uab9f\ud40c\ua8
9b\u4904\uab9f\u1c87\u5b1c\u9587\u209f\u450c\uab9f\u1e87\ua3de\u1684\uab43\u9587\u2816\u9573\u
ab9f\u7d39\uab9c\u7d87\uabe3\u9587\uded1\u7d7f\uabeb\u9587\u5b14\uf86f\uab9f\u1e87\u4367\u95e1\
uab9f\u6ad1\u5b0c\u9587\uc39f\u947f\uab9f\u95ed\u3e60\u938b\uab9f\uc5d0\ufbcf\u6d0c\u8b27\u9d87
\u1297\u95fd\uab9f\u3e74\u6bac\u3ee1\u3e60\u93bf\uab9f\uca11\u3726\u9587\u1b9f\u66c5\uf335\ufdd
8\uab03\u9587\ufdcf\u0078\uadab\u9587\u54c8\u6514\uab9f\ufd87\ub817\u9587\u3e60\u939f\uab9f\u95
ed\u54f5\u0078\uad9f\u9587\u2e12\u9014\uab9f\u94ed\u28f9\u4d3c\uab9f\u9e87\uaaed\uc5d7\ufbcf\uc5
d7\uc1cf\uff87\u549f\u6114\uab9f\u5687\u98c8\ua678\u075f\u5503\ua6eb\uf4bb\ua9e3\ub5ab\u645e\u9
68a\u4067\u026b\u68c0\uc37b\uf8c8\u1ed6\u2267\ub1cb\u2643\ua9f6\u2032\u9dd3\u2ee7\ue155\ua8c3\
ub1d3\u2043\ub5dd\uf79c\u49a3\ue114\u1e9f\ua8ac\ub1f3\u4343\u6a31\u5460\u52bc\uaceb\u5604\u499
b\u7e6b\u20a7\u8dc5\u6ab4\ue70c\ua8bb\ub1f3\uf943\u973c\uab9f\u6287\uf17c\u5384\u62ac\u1ee1\u20
97\u89fd\u79ac\u913c\uab9f\u1e87\u5c5e\u9664\u8fdb\u965b\u2058\u9687\u8fdb\u7e5b\u989d\ucc47\u
f4c4\u56d9\u6314\ua82a\u1024\u2e3c\ua3eb\ue26f\u5460\u3e78\u5b74\uc344\uf9c8\uc6d6\uef68\u8da3\
u5460\u6a78\ue6eb\ud170\ub7bb\u6a78\u5460\ud6f3\u2063\ub1cb\u2eb7\ue14e\u20a5\ub1f3\u2087\ub1
fb\u2083\ub1db\u20bb\ub1d3\u90bf\ue24c\ufdb9\uc4d0\u2ecd\ue055\u589b\u7e21\u2191\ub781\u919d\
ue080\ued99\ud7c0\uded6\ucf75\uf4c6\ue1d9\ue095\u96f3\u40d9\ua651\u405f\u1e85\uf059\ucfde\uf5c0
\u8545\uea9f\uf0d0\uabfd\ue2f0\u85e8\uf1e6\uc9f0\ubbe2\uc4fc\u95ea\uabb0\ue1e9\uc7fb\u95eb\uc7fc\
uf6e5\udffe\ubbf6\uc7fb\u95eb\uc8de\ufaf5\ucfcd\ua7b4\uceb1\uf0ff\udc9f\ufbee\uc5f6\ue1e2\ucfb1\uf9
eb\ude9f\uf0f4\u98ed\ubbb5\uc7fb\u95eb\uab9f\u9587\u4353\u9587\uab9f\u16da\uae72\u16e1\u537b\u4
90c\u471e\u94a7\uab9f\u6a37\uaf26\u9586\u269f\u733a\uab9e\u6787\ue431\u9241\uc19f\uff87\uc39f\u
9578\uab9f\u1e0a\u556f\u6a78\u26ce\u7312\uab9e\uc787\uabf5\u0078\uab17\u9587\uaef5\u060a\u556f\
u6a78\u54cd\ue912\uab9f\uff87\uc19f\u6a78\uc30a\u9587\uab9f\u9587\uab9f\u9587\uab9f\u9587\uab9f\
u9587\uab9f\u9587\uab9f\u9587\uab9f\u9587\uab9f\u9587\uab9f\u9587\uab9f\u9587\uab9f\u9587\uab9f
\u9587\uab9f\u9587\uab9f\u9587\uab9f\u9587\uab9f\u9587\uab9f\u9587\udd9f\u1ec1\ud115\u5f69\ue08
5\ue7ac\ub798\ubb39\u48af\u9630\u1087\u170c\u4735\u7b3b\uc3fe\u1d71\u3b92\ub8c6\uc005\u0847\u
10fa\u2e3c\u9924\u3ae7\u1014\u2e3c\ubb24\ub2bf\u5e69\u1dda\u2c33\ucf6b\u2f19\uf6b3\u1023\u2e3c\
u4424\u3a38\u3794\uef18\u10fb\u2e3c\u6824\uc9d5\u69c2\u958f\udff5\u1cd5\uab94\u9587\u5aaf\u958
1\u435f\u9581\u0acf\u9586\ud8eb\u958c\uab9e\u0ef7\uab99\u0687\uab99\u2927\uab9e\ue6f3\uab94\u9
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585\u31ef\u9581\u399f\u9581\u173f\u9586\ud8eb\u958d\uab9f\u9587\uab9f\u9587\uab9f\u9587\uab9f\u
e2f1\uab95\u9586\uab9f\u9587\uab9f\u9587\uab9f\u9587\udce9\u958d\uabfb\u9587\uab9f\u9587\uab9f\
u9587\uab9f\ue3f0\uab95\u95e2\u05ff\u9586\u035f\u9586\ud87f\u9586\udde8\u958d\uabf9\u3ad7\uab9e
\u3c37\uab9e\ue1e7\uab9e\ue3f0\uab95\u95e0\u04ef\u9586\u024f\u9586\ud83f\u9586\udce7\u958d\uabf
7\u3bf7\uab9e\u3d57\uab9e\ue697\uab9e\ue2ff\uab95\u95ee\u043f\u9586\u019f\u9586\ud83f\u9586\udc
e7\u9587\uab9f\u9587\uab9f\u9587\uab9f\u9587\uab9f\u9587\ud9ea\uf8eb\uc5f0\uf1a9\uc7f3\u6887\u74
74\u3a70\u2f2f\u616b\u706d\u6e75\u6e67\u7361\u2e69\u6f63\u2f6d\u3131\u2e31\u7865\uff65"; 
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