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Setting up the environment 

In this exercise, we are going to run the rootkit: WindowsRegistryRootkit with the given 

link address: https://github.com/Cr4sh/WindowsRegistryRootkit 

This rootkit will exploit the vulnerability of the win32k.sys on the 32bit OS. That is, 

hiding the shellcode in Registry value, and employs the function win32k!bInitializeEUDC() to 

get execution when Window startup. 

This rootkit will be run on Windows7 SP1 32bit (it does not work with 64 bit). We setup 

a clean windows 7 trial version. We install Chrome browser only. 

Purpose of the study: 

In this study, I try to locate the shellcode hiding in the Registry. 

Existing approach 

I’ve tried multiple approach with Linux but none of them get succeeded. The hardest 

problem is reading the memory dump file in Linux. I followed a lot of approaches on the 

internet. The most complete one is: https://www.jamesbower.com/linux-memory-analysis/ which 

have the following important steps. 

1) We’ll first make sure our Ubuntu 16.04 Server box is completely upgraded. 

2) Next we will install the proper dependencies for both LiME and Volatility. 

3) We’ll install and configure LiME. 

4) Then we’ll install and configure Volatility. 

5) Finally, we’ll create a test memory dump for the memory analysis. And use it to test 

that Volatility is working. 

I’ve tried different version of Linux, but none of them worked. 

https://github.com/Cr4sh/WindowsRegistryRootkit
https://www.jamesbower.com/linux-memory-analysis/
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Current Approach ended up with setting up Windows in virtual machine and run a rootkit 

inside that environment. Dump the memory file and use volatility to analyze that file. 

Procedure for memory acquisition. 

1. Download Windows 7 SP1 from Microsoft page. Trial version expire in 30 days. Set 

default memory size to 8GB to speed up the installation.  

2. After setting up the Windows 7, we install Chrome. Download the DumpIt and the 

rootkit WindowRegistryRootkit. 

3. Shutdown Windows 7, set the memory RAM to 1Gb. At this time, we don’t need to much 

RAM for the system, so 1Gb is reasonable. 

4. Run the Rootkit, dump the memory file, and copy this memory file to the host folder. 

Analyzing process. 

There are two approaches to analyze the window memory file. If we use Windows as the main 

operating system, we can use Volatility for Windows at this link below 

http://www.volatilityfoundation.org/24 

If we use Linux, we can get volatility at: https://github.com/volatilityfoundation/volatility 

In this report, I used Volatility for Window, this picture below shows the screenshot of the first 

command. The recommend profiles are Win7SP0x86 and Win7SP1x86.  

http://www.volatilityfoundation.org/24
https://github.com/volatilityfoundation/volatility
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The first one (as we usually select) is not always true. Since, I know that my OS is Win7SP1x86, 

so my command will be shown in Figure below. 

 

We can see the rootkit_install is shown when we run the pslist. Going to detail of this process 
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We can see a list of libraries this process called. We can also see what’s going on if the user 

gives any commands by using the consoles parameter 
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From this log file, we have some information such as 

Shellcode is saved to “System\CurrentControlSet\Control\Configuration Data” 

Rootkit image is saved to “System\CurrentControlSet\Control\PCI”… 

And Malicious data for value is saved in “Software\Microsoft\Windows 

NT\CurrentVersion\FontLink\FontLinkDefaultChar” 

We could go further by investing Registry. 

First, let’s see what is current registry saved in memory by using hivelist 

 

Not much information I can find from here. So I dump the Registry into files with command 

“registrydump”. It gives me a list of registry files. 
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Open the registry and find the path based on the consoles log, I found interesting values 

 

This data is in Hex value, we need to convert them into ASCII. I found the shellcode 

 

We can see that the shellcode is attached to winlogon.exe, upon start next time, this shellcode 

will run. END! 
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